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$ecurity can‘t be bought!



What are the
Security Requirements?



What is the Threat?
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RESSOURCES



A wall
sometimes seems

impossible to climb



3 sections

PEOPLE

ORGANIZATION

TECH



PEOPLE
01

















ORGANIZATION
02



Statistics
Vulnerabilities, 

Spam,…



一Someone famous

“This is a quote. Words full of wisdom 
that someone important said and can 
make the reader get inspired.”



Brick Programms
Have a goal and 

end, focus on 
specific topics

Statistics
Vulnerabilities, 

Spam,…
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Core 
principle



Core 
principle



Use delegation (Account Operators)

PowerShell Constrained Language Mode

Reduce Membership in high-value groups

Protected Users group

Password manager

FGPP (Fine Grained Password Policy)

Quick Wins

Passwords in Group Policy Preferences (GPPs)



„trackable“
Quick Wins

Internal SSL Certificate Checker

New user added to high-value group

Domain Admin Logon

Passwords in AD description

New local admin on client/server



a little bit
more time 

needed…

No internet for servers

Reduce Java / Flash

Restrict Logon types

SMB Versions (Encryption)

Database Connection encryption



Deny
logon…

USERS ADMINS SERVICE 
ACCOUNTS

… through RDP

… locally

… as a service

… as a batch job

… from the
network On Computer object level (RPC, SMB…)



A little bit
more time 

needed…

No internet for servers

Reduce Java / Flash

SmartCard Logon for Admins (enforced)

Restrict Logon types

gMSA or restrictions (Service accounts)

LAPS

SMB Versions (Encryption)

Database Connection encryption
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The right thing?
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Make it visible!

Prioritization is Key!

Stop Complaining, 
Start Listening.



Thanks!
marides@L3L3.org

Telegram: MaridesRosa



Credits
● Mitigating Pass-the-Hash and Other Credential Theft, version 2: 

https://download.microsoft.com/download/7/7/A/77ABC5BD-8320-41AF-863C-
6ECFB10CB4B9/Mitigating-Pass-the-Hash-Attacks-and-Other-Credential-Theft-
Version-2.pdf

● Microsoft 3 Tier Model:
https://docs.microsoft.com/en-us/windows-server/identity/securing-privileged-
access/securing-privileged-access-reference-material

● Redmine Tracker: 
https://www.redmine.org/

● Alternative Methode zur Priorisierung von Sicherheitsmaßnahmen:
https://bogner.sh/2019/04/alternative-methode-zur-priorisierung-von-
informations-sicherheitsmasnahmen-german/

● Powershell Constrained Language Mode:
https://www.windowspro.de/wolfgang-sommergut/constrained-language-mode-
powershell-risiken-entschaerfen

● What could happen – Darknet Diaries: NotPetya (Podcast):
https://darknetdiaries.com/episode/54/

https://download.microsoft.com/download/7/7/A/77ABC5BD-8320-41AF-863C-6ECFB10CB4B9/Mitigating-Pass-the-Hash-Attacks-and-Other-Credential-Theft-Version-2.pdf
https://docs.microsoft.com/en-us/windows-server/identity/securing-privileged-access/securing-privileged-access-reference-material
https://www.redmine.org/
https://bogner.sh/2019/04/alternative-methode-zur-priorisierung-von-informations-sicherheitsmasnahmen-german/
https://www.windowspro.de/wolfgang-sommergut/constrained-language-mode-powershell-risiken-entschaerfen
https://darknetdiaries.com/episode/54/

