Security can‘t be bought!
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What are the
Security Requirements?



v

What is the Threat?
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Statistics

Vulnerabilities,
Spam,...
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Statistics Brick Programms

Vulnerabilities, Have a goal and
Spam,... end, focus on
specific topics
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Statistics Brick Programms  |dea repository

Vulnerabilities, Have a goal and e.g.
Spam,... end, focus on Redmine Tracker
specific topics
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2 B - Network / System Security

[ 4072 Idee Low DNSSEC 0% Mittel Sehr Gering

(] 4080 Idee Low Arachni Scanner anschaun 0% Mittel Mittel

[{] 4095 Idee Normal Firewall Regel Review 0% Mittel Gering

(] 4668 In Progress Normal ] 2019 0% Hoch Hoch

[ 8257 Idee Normal — 7 0% Mittel Mittel
8259 In Progress Normal 77.327 ] 2019 80% Hoch Mittel

(L] 8264 Idee Normal 60.653 _EsTr“- 2019 0% Hoch Hoch

(] 8270 Idee Normal 93.748 Internetzugriff Server 0% Mittel Hoch

| 8274 Idee Normal m 0% Mittel Hoch

[J] 9356 Idee Normal SMTPS statt SMTP 0% Gering Gering

[[] 9432 Idee Normal Daten ZuBs kopieren (VLANs, SMB) 0% Hoch Sehr Hoch

4 C - Application / Communication Security 0

] 4013 Idee Low _ 0% Mittel Gering
[ 4052 Idee Normal Code Review Auth Provider 0% Hoch Mittel
[[] 4057 In Progress Normal ] 2019 0% Hoch Mittel
[ 4596 Idee Normal eLearning NG :bsichern 0% Gering Mittel
@ 8271 Idee Normal 87.898 ] 0% Mittel Hoch
[ 8272 Idee Normal 69.138 Popup Blocker fiir Browsers 0% Mittel Hoch
[l 8275 In Progress Normal Patchmanagement verbessern 10% Mittel Sehr Hoch
[ 8449 Idee Normal PowerShell 2.0 deaktivieren 0% Mittel Gering



Statistics Brick Programms  |dea repository

Vulnerabilities, Have a goal and e.g.
Spam,... end, focus on Redmine Tracker
specific topics
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cryption

a little bit

more time
needed...




Deny
logon...

On Computer object level (RPC, SMB...)




cryption

A little bit
more time
needed...



. Versions (Encryption)
. internet for servers

..ICB Java / Flash
.tabase Connection encryption A I|tt|e b|t
.rict Logon types more time

» . needed...
-or restrictions (Service accounts)

SmartCard Logon for Admins (enforced)
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The right thing?



Hallo!

LVS ist umgestellt. Ob alles passt sehen wir morgen, schaut aber gut aus.

UND © :

Mlcrosoft.

Wmdowsxlo

19.02.2018

Ig Geri




8 Anlagen v Al

Hi Adrian,

if‘ Computer Management (.. . -WKS-0063) ]
v ﬁ’l System Tools
> (B Task Scheduler
> {3l Event Viewer
» @) Shared Folders
v ¢ Local Users and Groups
| Users
| Groups
» (&) Performance
% Device Manager
» =5 Storage

> _5_!;3 Services and Applications

Thanks.

Manfred

Name Full Name

Description
&Administrator Built-in account for admi
@DefaultAcco... A user account managed
&J G Built-in account for guest

local admin

Why? And why is it a local admin?
Please explain it to me. We don't accept local admins!
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Thanks!

marides@L3L3.org
Telegram: MaridesRosa




Mitigating Pass-the-Hash and Other Credential Theft, version 2:

Microsoft 3 Tier Model:

Redmine Tracker:

Alternative Methode zur Priorisierung von Sicherheitsmalfnahmen:

Powershell Constrained Language Mode:

What could happen - Darknet Diaries: NotPetya (Podcast):


https://download.microsoft.com/download/7/7/A/77ABC5BD-8320-41AF-863C-6ECFB10CB4B9/Mitigating-Pass-the-Hash-Attacks-and-Other-Credential-Theft-Version-2.pdf
https://docs.microsoft.com/en-us/windows-server/identity/securing-privileged-access/securing-privileged-access-reference-material
https://www.redmine.org/
https://bogner.sh/2019/04/alternative-methode-zur-priorisierung-von-informations-sicherheitsmasnahmen-german/
https://www.windowspro.de/wolfgang-sommergut/constrained-language-mode-powershell-risiken-entschaerfen
https://darknetdiaries.com/episode/54/

